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Abstract—This paper is a summary of the IEEE Power System Relaying Committee report C4 [1] on System Integrity Protection
Schemes (SIPS) survey. SIPS role is to counteract system instability, maintaining overall system connectivity, and/or to avoid serious
equipment damage during major system events. The survey describes industry experiences with this category of protection schemes
applied to protect the integrity of the power system. It is designed to provide guidance for SIPS users and implementers based on
surveyed operating practices and lessons learned. The survey includes a global participation through the comprehensive effort of IEEE

and CIGRE.

Index Terms— System Integrity Protection Schemes (SIPS), Blackout Prevention, Protective Relaying, Wide Area Disturbances

l. INTRODUCTION

The electric power grid is the “pivot point” that
balances generation and load. Maintaining the integrity of this
pivot point is imperative for the effective operation of
interconnected power systems. As such, the balance of power
is only as reliable as the weakest element in the system.
System-wide disturbances in power systems are a growing
issue for the power system industry [2], [3], [4], [5], [6]. When
a major disturbance occurs, protection and control actions are
required to stop power system degradation, restore the system
to a normal state, and minimize the impact of the disturbance
[7], [8]. Control center operators must deal with a very
complex situation and rely on heuristic solutions and policies.
Local protection systems arrest the propagation of the fast-
developing emergencies through automatic actions and are
applied to address equipment specific or local system
problems. Local protection systems are not intended for
arresting large-scale power system problems, which may be
caused by system disturbances.

The trend in power system planning is to develop tight
operating margins, with less redundancy. At the same time,
addition of renewable energy resources, interchange increases
across large areas, and introduction of fast reactive control
devices make the power system more complex to operate.
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The fundamental changes in the design and operation
of the electric power system require that system-wide
protection solutions be integrated as part of the overall
solutions to prevent disturbance propagation. As a result,
automated schemes have been designed to detect one or more
predetermined system conditions that would have a high
probability of causing undesired stress on the power system.

Examples of large blackouts in the past decade have
shown that the risk of large blackouts (product of blackout
probability and the associated cost) is no longer acceptable and
can lead to very large and unexpected social and financial
consequences. Reduction of the risk of large system-wide
disturbances and blackouts requires that system protection
function be approached with the assistance of modern
technologies in support of preserving system integrity under
adverse conditions.

These schemes, defined as system integrity protection
schemes (SIPS), are installed to protect the integrity of the
power system or strategic portions thereof, as opposed to
conventional protection systems that are dedicated to a specific
power system element. The SIPS encompasses Special
Protection System (SPS), Remedial Action Schemes (RAS) as
well as other system integrity schemes such as Underfrequency
(UF), Undervoltage (UV), Out-of-Step (OOS), etc. These
schemes provide reasonable countermeasures to slow and/or
stop cascading outages caused by extreme contingencies.

Advanced detection and control strategies through the
concept of SIPS offer a cohesive management of the
disturbances. With the increased availability of advanced
computer, communication, and measurement technologies,
more "intelligent” equipment can be used at the local level to
improve the overall response. Traditional dependant
contingency / event based systems could be enhanced to
include power system response based algorithms with proper
local supervisions for security.

In August of 1996, a seminal article [10] was
published as a result of the activity of the joint Working Group
of IEEE and CIGRE, the purpose of which was to investigate
the special protection system (SPS) then in existence
worldwide and to report about various aspects of their designs,
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functional specifications, reliability, overall implementation
and life cycle cost and operating experience. The report
encompassed over 100 schemes from all over the world and
provided a wealth of information on the direction industry was
taking in coping with ever-larger disturbances. The report also
highlighted that IEEE and CIGRE were not the only groups of
professional organizations that had shown concerns for the
reliability of the SPS, and that several other organizations
including Instrument Society of America (ISA) and
International Electrotechnical Commission (IEC) were actively
involved in establishing standards for the future development
of the devices manufactured to support system integrity type
protection.

The results of the 1996 survey indicated that there was
considerable interest in developing such SPS. In fact, the
survey indicated that such protection was widespread and no
longer should be considered “special”. The acronym is now
more properly termed System Integrity Protection Scheme
(SIPS) or Remedial Action Scheme (RAS).

In 2005, the System Protection Subcommittee of the
IEEE Power System Relaying Committee (PSRC) started an
initiative to update the industry experiences on SIPS by
creating and widely disseminating a new survey to attract as
wide a response from the industry worldwide.

Il.  SURVEY APPROACH

The survey is intended to compile industry
experiences with a category of protection schemes designed to
protect the integrity of the power system; system stability,
maintaining overall system connectivity, and/or to avoid
serious equipment damage during major events. The survey is
designed to provide guidance for future system implementers
based on what exists today as well as operating practices and
lessons learned. Our industry has long recognized system
vulnerabilities, and is energized to promote grid reliability with
SIPS being a key element. The responses to this survey will
assist the industry in driving towards a more robust grid design.

The Power System Relaying Committee (PSRC)
working group (WG) members requested that the survey
questionnaire be expanded to include a global participation and
suggested a comprehensive effort of IEEE and CIGRE
representation to cover a worldwide base of responses. The
survey draft was presented at IEEE informational meetings,
conferences, and the CIGRE summer 2006 meeting to collect
additional input on the form and to inform interested
participants of the developments underway, and to request
participation once the survey was released. Survey participants
have access to the tabulated results of the responses and a copy
of the collaborative report.

Since the survey participants are international, the
topographical structure of the power industry varies from one
system to the next. For example, in some cases, the entire
country is operated under a national power grid. In other cases,
only the Grid Operators have participated on behalf of the
entire grid. There are also many responses in a bundled or
aggregate form since responses are representing a regional
grid. Therefore, the total number of responses is not as

meaningful as the total number of schemes reported, types of
applications, operational experiences, and the technologies
deployed. Care has been exercised not to have duplicate data
entered.

The conclusion is that for the most part these schemes
are accepted worldwide, are used in a variety of SIPS from
manually operated system to very advanced and high speed
schemes, all have a high degree of overall reliability, and good
operational experiences. Many of the SIPS have annually or
bi-annual operational history which assists in validity of the
data. Several examples of more complex schemes have been
included by the survey participants as part of the report [1],
which also emphasizes the wide acceptance of the SIPS.

A. Material Supplied to the Survey Participants

In addition to the questionnaire, the participants received
supplementary material, the SIPS or RAS Application
Definitions, a short review of methods to balance the operation
of the power system and the main factors influencing the type
of SIPS applied [1]. This material was provided to assist the
respondents with the selection of the most appropriate types of
SIPS actions, and to achieve consistency when tabulating the
results.

B. Survey Data

Validity of Survey Data - This survey was sent to
power companies, grid operators, and Independent System
Operators worldwide. The representatives of more than 100
individual power companies and bundled power systems have
been tabulated. Results are presented in graphical format with
a summary interpretation.  The responses are from a
representative cross-section of utilities in terms of type of
utility, size of a power company, municipalities, national grids,
and provinces.  The respondents also cover a broad
geographical and Regional Council diversity within the North
American Electric Reliability Corporation (NERC), as well as
a significant number of CIGRE participants from different
countries with completely different grid topographies, Figure 1.

The survey responses show great consistency reflecting
common practices across all segments of the industry. The
survey has two complementary parts, namely operational
experiences and design practices. The two parts in the survey
complement each other well with the information received
from the industry. The operational experiences section
demonstrates the performance of the existing schemes,
including discrete elements, the telecommunication system
availability and associated maintenance for telecommunication
dependant schemes, the operational performance and overall
throughput timing for systems that have stringent performance
requirements. The Engineering, Design, and Implementation
section of the survey responses demonstrate how the SIPS have
become an integral part of the technological advancements in
power system manufacturing of multifunction protective
devices, as well as the integration of advanced functions that at
one time, would have been performed by discrete components.
The survey results also highlight the need for better system
monitoring, advanced tools, and advanced applications.
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Global Participants

64%

15% 6%

9%

3% 3%

Figure 1 — SIPS Reported by Continent

C. Missing Responses

Although several attempts have been made, some
power companies, parts of countries or the entire country have
elected not to respond to our call for this survey. Reasons for
not participating are not known to the WG members.

D. Examination of Power Systems Conditions

Power systems are typically a network of
interconnected elements with recognized limits. The power
system operates normally while those limits are not violated
and its overall security may be evaluated in terms of margins or
indexes. The security evaluation is computed by different
methods oriented to determine the system robustness for a
future scenario. For instance, the analysis of contingencies is a
computational tool applied in control centers to complete
studies for discovering overload levels, over-voltages, etc. [15].
With the knowledge of such margins, operators are able to
control the power system through the on-line operation.

The contingency becomes a non-expected event that
operators in control centers cannot anticipate. Representative
contingencies are the loss of generation or transmission
components such as transmission lines or transformers. Unlike
conventional equipment protection that is applied to detect and
operate for short circuits or detect other local abnormal
conditions, SIPS are used to protect the electrical system.
Most protection schemes are designed to respond immediately
upon detection of a condition they are designed to protect for.
System problems, on the other hand, occur in a few seconds,
for example when branch currents are redistributed throughout
the network and the bus voltages experience an alteration.

The severity of a disturbance can be qualified as one
of the following states:

Alert State: According to the operating rules, an alert
state is when the power system experiences a contingency and
does not present electric interruptions for firm customers. The
solution involves implementations of protection schemes to
ensure local disconnection. In this case, the disconnections of
faulted elements generate a re-distribution of power flows
without overloading other elements. Sometimes, manual action
of operators (preventive controls) is required to maintain
variables within an appropriate margin; for instance, they
adjust reactive power by insertion or removal of shunt
elements. Recurrent alert states are empirically solved from the

experience of operators because they are familiar with simple
contingencies.

Emergency State: The emergency state is established
if the contingency develops into a cascading effect. The margin
of reserve is reduced and the EMS/SCADA may reveal
violations. Usually this condition takes place when the
transmission system does not have an adequate amount of
redundancy. For instance, a transmission line trip may overload
another transmission line, and then the operator may need to
react immediately to adjust the power on transmission system.
Then the set of actions by operators is vital to avoid or mitigate
the problem. Manual operator actions may not be fast enough
to avoid further cascading outages, and automatic operations
are necessary.

Disturbance: The extreme emergency states
(disturbance) are characterized by a partial or complete
blackout. Although there is a tendency to point at one or two
significant events as the main reasons for triggering cascading
outages, major blackouts are typically caused by a sequence of
low-probability  multiple  contingencies with  complex
interactions. Low-probability sequential outages are not
anticipated by system operators or may be fast developing for
human interactions, thus rendering the power system more
susceptible to wide-area blackouts. As the chain of events at
various locations in the interconnected grid unfolds, operators
are exposed to a flood of alarms and at times, incomplete
information and may not be able to act quickly enough to
mitigate the fast developing disturbances. The problem reveals
a sequential operation of local and back-up protection schemes.
A large number of alarms in the control center need to be
prioritized to provide helpful information to the operators.

After a major disturbance is over, the operators need
to restore the system to minimize the disturbance impact on the
load. Having a restoration plan, including restoration scenarios,
is very important to achieve the above goal. Modern restoration
practices require proper modeling of protection scheme
behavior during restoration.

More detailed description of disturbances, measures to prevent
disturbance propagation, and restoration practices are described
in the literature ([2], [16], [20], [21]). For example, CIGRE
report 34.08 [20] discusses characteristics of severe system
disturbances and describes measures applied by utilities against
wide-spread blackouts, including SIPS against power system
collapse and restoration policies applied at the time when that
report was created. Reference [21] is a summary of
comprehensive Technical Brochure by CIGRE C2.02.24 that
provides a roadmap for the development of defense plans to
mitigate extreme contingencies. Within the CIGRE efforts,
Defense Plan has been defined as a set of coordinated
automated schemes that together can minimize the risk of
impending disturbances cascading to widespread blackouts.

I1l.  SIPS COMPONENTS

A. Definition

A SIPS is installed to protect the integrity of the
power system or its strategic portions. Therefore, the SIPS may
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require multiple detection and actuation devices spread over a
wide area and utilize communication facilities.

Within North America, NERC defines SPS as an
automatic protection system designed to detect abnormal or
predetermined system conditions, and take corrective actions
other than and/or in addition to the isolation of faulted
components to maintain system reliability. Such action may
include changes in demand, generation (MW and Mvar), or
system configuration to maintain system stability, acceptable
voltage, or power flows. A NERC defined SPS does not
include (a) underfrequency or undervoltage load shedding or
(b) fault conditions that must be isolated or (c) out-of-step
relaying (not designed as an integral part of an SPS).

The SIPS encompasses SPS, Remedial Action
Schemes (RAS), as well as additional schemes such as
underfrequency (UF), undervoltage (UV), out-of-step (OOS),
etc. These additional schemes are included in the scope of our
interest since they are excluded from the conventional North
American definition of SPS and RAS.

A conventional protection scheme is dedicated to a
specific piece of equipment (line, transformer, generator, bus
bar, etc.), whereas a SIPS is applied to the overall power
system or a strategic part of it. To do so, the SIPS may require
multiple detection and actuation devices and communication
facilities. The scheme architecture can be described by the
physical location of the sensing, decision making, and control
devices that make up the scheme and the extent of impact the
SIPS has on the electrical system.

Local
(Transmission
System)

Local
(Distribution
System)

Subsystem

System Wide

Figure 2 - SIPS Model [10]

B. SIPS Architecture:

The SIPS Model (Figure 2) explains the high level
layout and configuration of the scheme, the overall system
complexity, and the potential system/scheme interactions.

The scheme architecture can be described by the
physical location of the sensing, decision making, and control
devices that make up the scheme and the extent of impact the
SIPS has on the electrical system [17].

i. Local
a. Distribution — For this type of SIPS, the architecture is
simple. The equipment often have very limited or
dedicated functions. All sensing, decision-making and
control devices are typically located within one
distribution substation. Operation of this type of SIPS
generally affects only a very limited portion of the

distribution system such as a radial feeder or small
network.

b. Transmission — In this type of SIPS, all sensing,
decision-making and control devices are typically
located within one transmission substation. Operation
of this type of SIPS generally affects only a single small
power company, or portion of a larger utility, with
limited impact on neighboring interconnected systems.
This category includes SIPS with impact on generating
facilities.

ii.  Subsystem - SIPS of this type are more complex and
involve sensing of multiple power system parameters
and states. Information can be collected both locally
and from remote locations. Decision-making and logic
functions are performed at one location.
Telecommunications facilities are generally needed both
to collect information and to initiate remote corrective
actions. The operation of SIPS of this type has a
significant impact on an entire large utility or balancing
authority area consisting of more than one utility,
transmission system owner or generating facility.

iii.  System wide - SIPS of this type are the most complex
and involve multiple levels of arming and decision
making and communications. These types of schemes
collect local and telemetry data from multiple locations
and can initiate multi-level corrective actions consistent
with real-time power system requirements. These
schemes typically have multi-level logic for different
types and layers of power system contingencies or
outage scenarios. Operation of a SIPS of this type has a
significant impact on an entire interconnected system or
a major portion thereof, comprising multiple balancing
authority areas, possibly including international impacts.

C. SIPS Design Considerations:

Failure of the SIPS to operate when required, or its
undesired or unintentional operation will have adverse impact
on the power system. Therefore, design of the SIPS may
involve redundancy or some backup functions, and depending
on the operational security requirements may involve some
form of voting, or vetoing [12].

D. SIPS Classification

Classification defines the scheme function in terms of
purposes and operating times.

i. Flat Architecture- In this classification, the
measurement and operating elements of the SIPS are
typically in the same location. The decision and corrective
action may need a communication link to collect remote
information and/or to initiate actions. Examples include:

a. Inunderfrequency load shedding scheme, the
frequency is determined at a distribution station and the
pre-selected circuit breakers are tripped.
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b. Ina system separation SIPS, central equipment (CE)
collects remote information and conducts decision
making, based on the phase difference calculation
with the synchronized sampling inside the
communication networks, and initiates system
separation to protect against small signal instability [13].

ii. Hierarchical Architecture- Several steps are involved
in the corrective action of SIPS of this class. For example,
local measurement, and / or a series of predetermined
parameters at several locations are transmitted to multiple
control locations. Depending on the intent of the scheme,
immediate action can be taken and further analysis
performed. The scheme purpose will drive the logic,
design, and actions. Typical logic involves use of
operating nomograms, state estimation and contingency
analysis.

The primary difference between the two architectures
is in the necessity of providing information between the
stations or between the measurement and switching devices in
order to add control coordination from the higher and wider
system view. A hierarchical scheme may involve multi-layers
and will involve communication outside of the substation
where as a flat scheme involves a single layer of decisions and
actions.

In some schemes, action is immediate and must
satisfy the purpose instantly, hence scheme logic may entail
higher margins for actions taken. Other schemes may have a
more adaptive nature, which employ monitoring the system
response to the control action. This implementation requires
communication. If the immediate action is not adequate to halt
the progression of the outage, then additional analysis and
action is required. For instance, SIPS that monitor
transmission line congestion may immediately trip selected
transmission elements (loads or generators) and continue
monitoring the system condition to determine if further action
is required. If the line loading is not relieved, tripping
additional generation or load, either local or distributed, may
be required. Refer to the SIPS Application Examples section
in the detailed report [1] for additional examples of in-service
schemes.

Another classification for SIPS is the concept of
centralized and distributed architectures.

iii. Centralized — All the information from remote stations
and terminals are brought to one central location.
Therefore, decision and corrective action of SIPS are
implemented in the controller in one location. The
function may be realized as a function of EMS, Logic
Controllers installed in control center, or a Logic
Controller installed in a substation. The decision and
corrective action may need communication link to collect
remote information and/or to initiate actions [1], [13].

iv. Distributed — Decision and corrective actions of SIPS
are implemented in controllers installed in different
locations. The system integrity protection function can be
realized by coordinated operation & control of distributed
controllers that have functions of decision & corrective

action. The decision and corrective action may need a
communication link to collect remote information and/or
to initiate actions.

Example - Underfrequency load shedding scheme

SIPS design could be also classified by the type of input variables
and decision-making process as described in [11], [17], as

o Event based

e  Parameter based

e Response based

e  Combination of the above

E. SIPS Applications

The types of SIPS applications may vary based on the
topography of the power grid. The characteristics of the power
system influencing the types of mitigation methods have been
described in a number of literatures [14-17] and [21]. In [11],
types of wide-are disturbances likely to occur in a meshed
network vs. an interconnected transmission system of narrow
corridors with extensive generation are presented. There may
also be different views on the acceptability of the type of the
application. For example, use of SIPS for generation shedding
to balance grid performance may be viewed as unacceptable
for certain levels of contingency in one network but a common
practice in another interconnected grid. Consider power
systems with limited transmission corridors where building a
redundant and diverse interconnection outlet for a generating
facility may not be physically practical or economically
feasible to address a variety of technically possible outlet
outages. In such conditions, and provided the application of
SIPS is for protection of the interconnected facility, the
generation facility may accept a certain level of risk so long as
it can be demonstrated that such SIPS does not result in an
unacceptable level of security to other parts of the grid.

The following is a list of power system mitigation
methods and the main factors influencing the type of SIPS
applied, that will prevent a loss of power system integrity.
Both the phenomena and the actions are listed. Names and / or
the SIPS definitions may vary from one power system to the
next or from one control area to the next. However, these
schemes are intended to address power system constraints or
when constraints could occur as result of increased transfer
limits.

Generator Rejection

Load Rejection

Underfrequency Load Shedding
Undervoltage Load Shedding

Adaptive Load Mitigation

Out-of-Step Tripping

Voltage Instability Advance Warning Scheme
Angular Stability Advance Warning Scheme
Overload Mitigation

Congestion Mitigation

System Separation

Load and Generation Balancing

Shunt Capacitor Switching

Tap-Changer Control
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SVC/STATCOM Control
Turbine Valve Control

HVDC Controls

Power System Stabilizer Control
Discrete Excitation

Dynamic Braking

Generator Runback

Bypassing Series Capacitor
Black-Start or Gas-Turbine Start-Up
AGC Actions

Busbar Splitting

The listing helps with the selection of the most
appropriate types of SIPS actions and to provide a measure to
appropriately categorize the types of applications from the
survey responses.

F. SIPS Issues

Generally, disturbance propagation involves one or
more power system phenomena/issues. SIPS applications in the
previous section are used in the SIPS design to protect against
following issues:

Congestion

Small-Disturbance Angle Instability
Transient Instability

Frequency Instability

Voltage Instability

Thermal Overloading

IV. STRUCTURE OF THE SURVEY

The survey is divided into two parts: Part 1 identifies
the "Purpose™ of the scheme with subsections of "Type" and
"Operational Experience" - For that part, a series of questions
are repeated for each type of scheme which is reported.

Part 2 concerns Engineering, Design, Implementation,
Technology, and other related sections such as cyber security
considerations. This series of questions are asked only once.
The respondents are asked to answer those questions based on
most common practice in their companies.

The survey also asks respondents to identify the
system integrity protection schemes that exist on their systems,
the design and implementation, and the operation experience as
applicable. Results of the survey are expected to assist the
respondents in:

e The application, design, implementation, operation, and
maintenance of new and next generation SIPS.

e Understanding feasible alternatives applied to extending
transmission  system ratings without adding new
transmission facilities.

e Applicability of delayed enhancement of transmission
networks to the respondent's system.

e Providing reasonable countermeasures to slow and/or stop
cascading outages caused by extreme contingencies (safety
net).

The survey is intended for power system professionals
involved in the Planning, Design, and Operation of SIPS. The
survey was distributed through CIGRE, IEEE, and EPRI.

V. SUMMARY OF SURVEY RESULTS

A. Respondent Information and SIPS cost

More than one hundred responses from individual
power companies, or bundled power systems have been
tabulated. Since the survey participants are international, the
topographical structure of the power industry varies from one
system to the next. Therefore, total number of responses is not
as meaningful as the total number of schemes reported, types
of applications, operational experiences, and the technologies
deployed. Care has been exercised not to have duplicate data
entered. The following types of entities have been included:

Load Serving Entity
Distribution Provider
Transmission Owner / Provider
Generation Owner / Operator
Reliability Authority
Balancing Authority
Other
Categories addressing cost considerations of particular
type of SIPS are:

US $1-5M

US $5-10M
US $10-15M
US $15M plus

B. Part 1: Purpose, Type and Operational Experience

1) Purpose and Type

Respondents have indicated the number of functional
SIPS (individual subsystems within single functional SIPS are
part of the respective functional scheme, and are not counted
independently). The numbers of SIPS performing similar types
of functions have been grouped to indicate the total number of
SIPS types. For each type of SIPS scheme, the number of
schemes serving a similar purpose has been indicated, with the
following purpose classifications:

Essential

Increased Security

Increased power flow capability
Important

Normal

Figure 3 shows a summary of overall SIPS purpose
classification. A total of 958 entries have been classified into
five major categories as described in the survey. Note that
almost all classifications are evenly distributed (with exception
of “Important” which is at 8%). The approximate even
distribution of classifications of SIPS highlights the important
role of SIPS in grid reliability and how SIPS are integrated part
of the grid development worldwide.
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Figure 3 - SIPS Classification

It is clear from Figure 3 that the application of SIPS
has become a component of a comprehensive total protection
philosophy. The fact that 22% of the entries are applications to
address “normal” system conditions demonstrates that SIPS are
no longer applied solely for system security purposes. In fact,
close examination of Figure 3 reveals SIPS applications can be
viewed as two major categories:

a) Normal Conditions (49% with three components, 19%
Increased Power Flow, 8% Important, plus 22%
Normal) which in effect are system improvements
considered part of normal conditions.

b) System Security (51% with two components, 22%
Essential plus 29% for Increased Security) which at one
time was the primary intent of SIPS.

Figure 4 shows the intent of the various types of SIPS. The
information in Figure 4 correlates with the classifications in
Figure 3, demonstrating that worldwide SIPS are integrated
components of various aspects of grid operation.  Close
review of Figure 3 reveals that about 63% of the SIPS are
applied for “System Security” (category 2 description
associated with Figure 3) which is composed of voltage
instability (25%), transient instability (21%), and frequency
instability (17%). The remaining 37% of the schemes are
for “Normal” operating conditions composed of thermal
overload (16%), Small disturbance angular instability (11%),
and congestion management (10%).

To provide protective actions against

8 vi. Thermal (140 Entries)
Overloadin 2 i. Congestion
15% g\ e 10%
ii. Small-
v. Voltage Disturbance
Instability Angle Instability

26% 10%

O iv. Frequency @ iii. Transient

Instability Instability
17% 21%

Figure 4 - SIPS Purpose

Table 1 shows the SIPS corrective actions in groups or
categories. For example, Load Shedding category includes
several types of measures involving rapid separation of load
from the grid to maintain system integrity — Note that the
“Load Shedding” category in Table 1 is a high speed
automated system. The survey questioner explicitly
highlighted that the manual load shedding is not part of the
questions. The italic sequence numbers in Table 1 correspond
to the survey section describing the corrective or protective
action the respective scheme is designed to perform.

Load Shedding

ii. Load Rejection — (10%)

iii. Under-Frequency Load
Shedding — (8%)

iv. Under-Voltage Load
Shedding — (6%)

v. Adaptive Load Mitigation —
(2%)

ix. Overload Mitigation — (7%)

System Stabilit
vi. Out-of-Step Tripping — (7%)

vii. Voltage Instability Advance
Warning — (2%)

viii. Angular Stability Advance
Warning — (1%)

Xi. System Separation — (7%)
xx. Dynamic Braking — (1%)

Controls - High Speed Reactive
Voltage Compensation

xxii. Bypassing Series Capacitor
- (2%)

xiii. Shunt Capacitor Switching —
(5%)

xv. SVC/STATCOM Control —
(4%)

xvii. HYDC Controls — (3%)

Generation Control -
Slow Speed

i. Generator Rejection — (8%)

xviii. Power System
Stabilizer Control — (3%)

Xix. Discrete Excitation —
(1%)

xXi. Generator Runback —
(3%)

xxiv. AGC Actions — (4%)

Controls - Slow Speed

xiv. Tap-Changer Control —
(2%)

xvi. Turbine Valve Control —
(1%)

xxiii. Black-Start or Gas-
Turbine Start-Up — (1%)

Congestion Mitigation

x. Congestion Mitigation —
(3%)

xii. Load and Generation
Balancing — (3%)

xxv. Busbar Splitting — (2%)

Others

xxivi. Other, please specify —
(5%)

Table 1 — SIPS Categories by Type of Corrective Actions

and the Percentage of Applications

Table 1 also shows the percentages for each type of
corrective measure the tabulated based on the responses
received. From the 298 entries, only (8% or 24 schemes) are
underfrequency load shedding, highlighting the fact that the
survey responses are mainly focused on the SIPS with
hierarchical structure.

Figures 5a and 5b show the types of corrective actions
based on the categories listed in Table 1 in percentage and total
number of schemes respectively. The fact that a good number
of schemes apply to generator-turbines (21%) mirrors the
results of the 1996 IEEE/CIGRE survey (21.6%), [10].

Figure 5a — Percentage of SIPS Corrective Actions Based
on Categories Identified in Table 1
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Figure 7 shows performance of communication based
SIPS with 65% of the respondents indicating performance of
99% or better. Note, some schemes are not communication
based (25%) and none of the respondents have observed
communication performance of the 80% or below.

ii. Communication system performance - Availability not
considering redundancy or other measures pertaining
to overall reliability
(64 Entries)
0O 25%
Figure 5b — Number of SIPS Corrective Actions Based on 0 0% 7. T—I 3
Categories Identified in Table 1 --_f""'“
On the other hand, the percentage of system stability WIIII

applications has increased from 11.8% (system separation | o 64%
6.3% + out of step tripping 2.7% + dynamic braking 1.8%) in 811%
the 1996 report to 18% in this survey. Also, several new 299% or better accuracy =580-98% accuracy
appllf_:athn categories _have _been added in recent years 080% or below ONone of the above
highlighting that protection philosophy has now been extended
to include the total electric power system operating as a unified
entity. Figure 7 — Telecommunication Performance of SIPS

Figure 8 shows number of successful operations for

2) SIPS Performance the five classifications of SIPS described earlier (Essential,
SIPS applications by nature raise an issue concerning Increase Security, Increased Power Flow Capability, Important,
dependability and security. A failure to operate when required and Normal). Based on the responses, 39% of the schemes
does not alleviate the problem. Such in-action can result in an operate once a year and 47% of the schemes have never
increase in system stress - very possibly leading to a total operated (zero was not indicated amongst the choices). The
blackout. On the other hand, incorrect operation will remove infrequent operational experience of these schemes highlights
system elements when system integrity does not require it the importance of testing, verification of set points, and routine
possibly increasing the system stress. verification of coordination of the schemes with both

Figure 6 is a plot of the functional performance of SIPS conventional protection as well as other SIPS in the area.

showing that 66% of the respondents have experienced a v E , 4l 4 ber of
performance of 99% or better reflecting the dependability. For . xpesr&irlc;ess f{ucl’gg:r;t?ounm ero
the purpose of this report, the performance indicators are not (59 Entries)
affected as a result of a few local schemes, such as
underfrequency load shedding.
N £ N ¥, Annually
i. Functional Performance - Operates when required h 0”; o _ 39%
(68 Entries) the above L
7% YV
015% S—
W% T e, 0 66% —_—— :
/é—-_‘\ Once Once
— : every 5 every two
s years years
s ‘TITITII AN ! 2% 12%
=218% =~~H__ﬂ|_||5!u||| L
Figure 8 — Number of Successful Operations
@99% or better B280-98% A good majority of the respondents noted that the
E80% or below O None of the above criterion used in the design is a combination of purpose of the
schemes and also based on the measures set forth within the

reliability coordinators in the area where asset owner operates

the systems. For example, hardware and telecommunication
Since SIPS in many cases are communication- aspects of the design may need to conform to a regional

dependant schemes, it is important to evaluate the performance reliability group.

of the communications equipment associated with these

schemes.

Figure 6 - SIPS Performance
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C. Part 2: Engineering, Design, and Implementation

Part 2 of this survey describes the
methodologies adopted in the scheme design in terms of
preliminary studies, technology assessment, design standards,
redundancy etc. Design issues were considered next. In
general, the overall design can be broken down into the
following components:

System Study

Solution Development

Design and Implementation
Commissioning / Periodic Testing
Training & Documentation

In this section, the specific responses and comments are listed
next to the selections in parenthesis.

1) System Study

In order to design a wide-area monitoring and
prevention scheme, accurate system studies need to be
completed to identify the ensemble of contingency scenarios
and / or the type of a response based system, to define the
parameters required for proper implementation. Some of the
critical items include:

e Understanding the requirements and the intent of the
application

e Types of studies to be performed — Planning and
Operating studies, followed by on-going system
studies including protection coordination studies

e Evaluating multiple solutions — Studying alternatives
and

o performing contingency analysis

e On-going dialog with all entities involved — Internal
and external (Regional).

e ldentifying monitoring signals with corresponding
locations and set points (e.g. overload conditions,
undervoltage, underfrequency, synchronized phasor
measurement).

e Arming conditions and levels — Determining whether
the scheme arming should be power system condition
based or outage/contingency based

e Contingency identification

o Identifying islanding points if applicable

e System restoration process; Cold Load Pickup
considerations.

Intelligent dispatch

Reliability and dependability levels — Redundancy,

Voting, Fail safe, etc.

System studies identify limitations or restrictions.
The limitations may be thermal, voltage, or angular instability
related limits wherein the latter items are of significantly more
concern than thermal capacity limits. It should be noted,
however, that relaxing non-thermal limits in a cost-effective
fashion can be very challenging in a deregulated environment.
Finally, all the above criteria need to be evaluated within the
range of existing reliability council standards.

main o

Survey Responses to System Study Related Questions:

System studies performed prior to deploying the SIPS. To
properly apply a SIPS, extensive studies are performed to
provide a thorough understanding of the performance of
the power system under various credible contingencies,
and to determine the required corrective action to mitigate
any severe consequences of those contingencies that could
lead to system collapse or damage. These studies require
modeling the system in sufficient detail to accurately
simulate the actual responses to the contingencies.

Planning criteria - Survey respondents have described

their planning criteria, which is a key element in

identifying the level of performance required of their

SIPS

e seasonal performance variations (2)

e single contingency (6)

e double contingency (10)

e single contingency followed by breaker failure

®)

extreme contingencies (7)

e other (9), Study includes impact of breaker failure
protection

Types of planning studies

e steady state (12)

e dynamic (4)

e transient stability (11)

e other (9), Study includes transient simulations for
faults

Real-time operational studies (12)

Protection and control coordination studies -
Respondents reported on whether they have attempt to

coordinate SIPS with conventional protection
schemes:

e Yes(23)

e No(5)

e Other (4), Comments explaining the levels of

studies and types:

= Simple SIPS - applications and
coordination impact is minimal.

= Coordination studies are performed only
for transformer overload mitigation.

= Perform coordination studies for certain
types of schemes, for example essential
and important.

Coordination with other Protection and Control

systems (29) responses have been received with

following breakdown based on the respondents

applications:

e Coordinated with other SIPS (7)

e Coordinated with local protection (11)

e Coordinated between themselves (i.e., UVLS vs.
SIPS) (12)

Some respondents have indicated that their
applications in some cases involve primary and back-
up (as opposed to Primary 1, Primary 2, or Set “A” /
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Set B” type of applications). When designed as
Primary / Backup, there is coordination between the
two  systems. Others have responded that
coordination studies are done at the planning stages
with all core teams involved. In other cases, a
Regional Committee verifies coordination amongst
different schemes to avoid cascading events.

O The survey asked what types of technologies were used in
the SIPS

Electromechanical (1)

Solid State (1)

Microprocessor (13)

Custom designed product (2)

Other (8) — The majority of schemes applied in

recent years, are numerically based systems.

Some have indicated that they have many

schemes that involve a combination of solid state,

microprocessor, and tone communication — Other
schemes have evolved over time and they include

a combination of all of the above.

e PMU (2) — The PMU based schemes are simple
applications of PMU systems such as Blackstart,
or confirmation of two systems measurements in
a redundant system applied to very large
generation sources. Respondents have designed
the systems to be available for more adaptive
systems (response based) as more experiences are
gained.

e Combination of above (13)

e Time synchronization techniques (3)

e Future trends or functions that should be
considered (1)

e Rationale for

hardware

= System expanded (3)

= Obsolescence (blank — No responses)

= Combination of above two (15)

combining different vintage

0 Are there specific standards used in the design and
application of?

e Yes, as it pertains to consistency in application
philosophy (12)
= Use devices of different vendors as part of
the redundancy (2)

e No (14), with following reasons:
=  Planning and operational aspects of different
schemes require different hardware (1)
= Different SIPS have been deployed over
many years and technology has changed (4)
= Application specific — each situation is
unigue and no common concept or standard

exists (2)
= Other (5)
2) Hardware Description and Outage Detection

The primary data used in a SIPS are line flows and
line outages. Newer schemes may consider the collection of
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synchrophasor data, which involves not only the synchronized
measurements themselves but also the time stamps associated
with the measurements.

Line Outage detection can take several forms -
depending on the level of security required in the scheme. In
the simple case, monitoring of the breaker auxiliary contacts
can be used. It should be noted, however, that this mechanism
could be insecure from two different vantage points. First of
all, the breaker auxiliary switch mechanism can fail -
especially during routine breaker testing yielding incorrect
outage information.  Secondly, coupling of the breaker
auxiliary contact wiring from other control signals in a
cableway can result in transients that “appear” to look like a
breaker open signal. These types of transients can be detected
through the use of input-circuit debounce. The coupling
transients, however, can contain enough energy to last for over
20ms thereby adding significant delay to the SIPS scheme.

A more secure mechanism for outage detection can be
implemented by using a combination of information -
specifically by implementing the logic that includes breaker is
Open AND the current on the line is Zero. Most digital relays
today can perform a Zero-current check in % of a cycle thereby
resulting in faster and more secure outage detection. Local
practice, such as the use of a Line Maintenance switch, also
needs to be incorporated in the outage detection logic. Other
implementations may involve a confirmation of under power
condition from remote terminal for added security. Note that
when under power is used, the “outage detection” logic design
may also need to address loss of potential conditions.

When speed of detection is paramount, a third
mechanism can be employed which is the monitoring of the
breaker trip signals as wired from the protective relays. By
tapping into the trip buses of the breakers, typically as much as
40ms can be saved in outage detection time. As tripping can
sometimes occur on a single pole basis, the detection logic
needs to be able to differentiate between a single pole trip and
a 3 pole trip and to act according to the needs of the scheme.
Note that, based on the scheme requirements, not only would
the primary relay trips be monitored but also the Breaker
Failure trip outputs.

In general, the function of outage detection should be
implemented through the use of “protection class” hardware,
that is, hardware that is designed for the substation
environment. Typical environmental requirements include an
extended temperature range (-20 to +55°C), the ability to
tolerate 95% non-condensing humidity, the ability to withstand
high common mode voltages across all terminals, and the
ability to withstand fast and oscillatory electrical transients. In
addition, the detection device must be able to quickly perform
the logic required to confirm a line outage per the criteria
stated above.

It is important that events throughout the SIPS be
available and time-coordinated so that a post-mortem of an
SIPS operation can be analyzed. Most IEDs today have the
ability to time stamp events based on Universal Time
Coordinated (UTC), or Coordinated Universal Time, through
an IRIG-B input as typically provided by the Global
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Positioning System (GPS). Time stamping to the nearest
millisecond is the minimum time accuracy requirement. Many
IEDs, when they read the IRIG-B clock signal, will internally
maintain time accuracy to the nearest microsecond — which is
required for synchrophasor measurements.

Survey Responses to Hardware Description and
Outage Detection:

0 Outage detection method
e Breaker auxiliary contacts (3)

Breaker status and undercurrent (4)
Voltage (1)
Both voltage and current (2)
Trip output from protective relays (5)
SCADA based architecture?

= No(13)

= Yes(4)

e Open-ended line detection (1)

e Manual opening (1)

e Other (11), Respondents have provided more
detailed description, for example different
schemes have deployed combination of breaker
aux. contact and current / voltage supervision.
Also, feature on “provisions for breaker
maintenance” is built-in to the scheme.

0 Does the scheme use programmable logic controllers
(PLC)?
e No(15)
e Yes(14)
= Central controller (8)
= |If redundant PLCs, are they in one

location:
e Yes(14)
e No(6)
= How many redundant PLCs?
e One-(8)
e Two-(9)
e More-(1)
= Triple redundant modular (TMR)
controller?
o Yes(2)
e No(5)
3) Scheme Architecture

Once the design and application planning aspects of
the SIPS have been defined, many questions arise regarding the
implementation such as:

o Identification of the functional and technical
requirements (evaluation of monitoring, isolation of
transmission equipment, breaker failure application,
redundancy, etc.)

e Selection of the technology to meet the functional
requirements of the SIPS technically and
economically, such as high speed secure
communication between the SIPS devices and
programmable solutions to protect the system against
severe contingencies
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e Identification of the areas that may need new
technology developments

e System diagnostics.

o Flexibility/Upgradeability to meet the
expansions or requirements of designed SPS

e Description of scheme operation and well prepared
Maintenance plans / Intelligent or Automatic
Maintenance Testing

e Communication system design and failure detection
systems. For example, routing of primary system
communication  failure  on  the  alternate
communication medium when dual schemes are
applied.

o Simplicity of the implemented solution over the life
cycle of the project and as new operators,
maintenance  specialists, and engineers take
responsibility for expansion or operation.

o Cost effectiveness for implementation.

e Provisions for alternate location for manual arming

o Breaker failure operation and automatic restoration —
Should breaker failure be incorporated as part of the
design and whether automatic restoration should be
considered for parts of the scheme operation.

future

Given the defined contingencies, a method of
conveying the actions for a given contingency is required.
Another key consideration is the availability aspect of the
overall system. As a SIPS is typically a system stabilizing
scheme, failure to operate can result in the collapse of a section
of the power system. To achieve high availability, most SIPS
are implemented in a redundant manner, which is, redundant
measurement  equipment,  redundant = communications,
redundant controllers, and redundant mitigation. Higher
availability may also be achieved by a duplicate system. There
are differences between a Redundant systems and a duplicate
system.

Redundant — There are 2 systems (A and B) and there are no
credible common mode failures between systems. No single
point of failure that can impact both of redundant systems A
and B.

Dual or Duplicate — There are credible common mode failures
relative to redundant scheme — example, communication route
may be same, or both systems pickup same auxiliary isolation
devices, or common breaker trip coil (absence of breaker
failure scheme).

Having redundancy results in the fact that multiple
data sources are fed to multiple controllers — all making
decisions. Given that one of the data sources is corrupt, an
incorrect decision can be made. To address this issue,
functions such as input data conditioning/evaluation, voting,
and vetoing can be used.

Input data conditioning involves the process of
comparing data from the multiple data sources and checking
the inputs for consistency. Consistency algorithms can be
created based on expected values, values from other ends of the
line, and value tracking. At a minimum, the system operator
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can be alarmed during a data consistency failure. At a
maximum, the consistency algorithm has to decide if the SIPS
will be allowed to operate.

When there are multiple controllers in the SIPS, it is
possible that different decisions may have been made by
different controllers. There are two strategies for dealing with
the multiple-decision issue:

1. Voting — the mitigation device, upon receiving multiple
commands, can choose to Vote on the received commands.
Typically a 2 out of 3 scheme is used but other
combinations are possible

2. Veto — in the case where there are only two controllers an
incorrect decision can have disastrous consequences, the
one controller can, if it disagrees with the decision, “veto”
the decision of the first controller

Most SIPS today are event bases, that is, the system
reacts in a pre-programmed manner upon the detection of pre-
determined operation criteria. ~ While this technique is
effective, it is not adaptive to changing system conditions. As
SIPS controllers evolve, they will be able to migrate to a more
response-based approach, that is, the system will dynamically
determine the best course of action based upon evolving
system conditions.

Survey Responses to Hardware Description and
Outage Detection:

0 Objective: decision making
= Predetermined, based on off-line simulation (17)
» Response-based, using fast system assessment
techniques (4)
= Intelligent system with
capability (3)
0 Redundancy needs/implementation -
telecommunication and hardware
= Completely redundant (14)
= Partially redundant (8)
e Reasons for parts that aren’t redundant
0 Not possible (2)
0 Too costly — blank
o0 No impact on reliability (1)
o Other (1), No comment

self-reconfiguration

Both

0 Does the scheme use voting?
= No (25)
= Yes(5)

e 2 out of 2 w/maintenance and fail-safe
mode (1) — In this type of scheme, there are
only two systems (not 3 systems) and
during maintenance, one system would
operate independent of the permissive from
the second systems. Likewise, if one
system does not detect or activate, the
remaining system will operate
independently after a set time.

e 2outof3(1)

e 3outof 4 (blank)

e Other (4), includes schemes that have out-
of-step protection complementing the RAS.

0 Isthe scheme:
= Response based event control (1)
= Condition based (13)
= Both (10)

Other (4), combination of response based and

condition based
o0 Does the scheme initiate breaker failure?
= Yes (15)
= No (10)
e |fno, how is failed breaker handled?
e Failed breaker condition not possible (1)
e Scheme does not address breaker failure
(10)
o Performance requirements:
= Throughput timing: entire scheme
e Below 50 ms (2)
Below 60 ms (0)
Below 70 ms (2)
Below 80 ms (1)
Below 90 ms (1)
Below 100 ms (3)
Below 110 ms (blank)
Between 110 — 150 ms (2)
Between 150 — 200 ms (7)
Greater than 200 ms (11)
e Not time sensitive (blank)

Comments provided in this section reflect that ing
timing is a direct function of scheme purpose and
“type” as described in the survey. For Type I -
below 50ms; Type Il - below 100ms; Type IV -
varies from 5 to 30 seconds

Throughput timing of the controller

provided
= Dual — completely duplicate (1)
»  Dual - partially duplicate (2)
= Describe criteria for determining redundancy (No
comments provided in this section)
o0 Criteria for consideration of redundancy .

= Interconnection  between  different  system e Below 30 ms (11)
(owners) requirements (5) e Below 50 ms (4)
= Interconnection between different countries’ e Below 75 ms (blank)
requirements — blank e Below 100 ms (4)
= Regulatory, or International Oversight e  Greater than 100 ms (3)
Compliance
e NERC and/or Regional Council (10) 4) Data acquisition, System Restoration and related
e UCTE(1) tools
e ESCI(Y) As application of wide area monitoring often involves
o Other (7) extreme contingencies, such schemes are not expected to
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operate frequently. Therefore, significant importance should
be placed on effective and fast power system restoration after
major disturbances. Power system restoration needs to be
executed with well-defined procedures that require overall
coordination within the restoring area, as well as with the
neighboring electrical networks. In general, the operated
breakers should be blocked from automatic reclose. Intelligent
restoration recommendations and mechanisms should be
provided to the operating personnel as the generation,
frequency and/or voltage recover.

Survey Responses to Data Acquisition, Restoration,
and Measurement Methodology:

0 Measured Quantities
= Voltage
e Polarity sensitive (17)
o Not polarity sensitive (3)
= Current
e Polarity sensitive (14)
e Not polarity sensitive (8)
= Power output of generators
e  Percentage sensitivity (3)
Time delay to calculate (2)
Range (3)
Delta f/ deltat (1)
Other (4), Conductor Temperature, wind
speed, outdoor temprature
0 Time synchronization requirements
= Accuracy (9)
= Specified synchronization requirement (blank)
= Other (8)
0 Use of SMART SIPS / Intelligent SIPS
= Does the SIPS automatically adjust
e Load (4)
e Generation (3)
e Both (8)
= Does the SIPS include on-line power system
assessment?
Optimal power flow (2)

e Transient stability assessment (3)
e Voltage stability assessment (2)
e Other (7), See next section on State
Estimator
= Are State Estimator values interlinked with the
scheme?
e Yes(5)
e No(14)
0 Does activation of the scheme block automatic reclosing?
= Yes(11)
= No (11)

= Not applicable (5)
0 Does the scheme activation block any operator initiated
SCADA restoration?
=  Yes(5)
= No(22)
= Not Applicable (3)
0 Restoration Issues and Planned Mechanisms
= Restoration part of the design of the scheme (3)
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= Restoration facilitated by scheme data (blank)
Restoration facilitated by EMS data only (blank)
Restoration handled by operating and dispatching
instructions only (9)

Performed through EMS and instructions (2)
Other (1), No comment is provided

VI. SYSTEM APPLICATIONS

As part of responses received, a series of application
examples were provided by the respondents describing specific
applications and levels of complexity associated with different
schemes. Examples are described in the report [1].

VII. CONCLUSIONS

In August 1996 issue of IEEE Transactions on Power
Systems, an article [10] was published as a result of a joint
CIGRE/IEEE study titled “Industry Experience with Special
Protection Schemes”. The article attracted a great deal of
attention, as wide-area protection and system integrity
protection systems were only beginning to make inroads into
utility practices. The geographical coverage of the report
spanned the globe, the number of reported special protection
schemes was 111, and the range of issues reported was wide
(e.g. functional breakdown, design considerations, cost and
reliability, testing). The complexity of the system integrity
protection schemes has greatly increased since the time of the
first report, and IEEE PES Power System Relaying Committee
undertook an effort in 2005 to collect and update the
information from around the globe with collaborations from
CIGRE and EPRI.

This new survey corroborates the findings in the
earlier report and has identified many new areas where SIPS
are applied. The survey provides valuable information to the
industry practitioners and researchers alike about the trends
and experiences in system integrity protection schemes. It
answers many questions about current industry practices,
regional differences in system protection philosophy and
experience with such designs. The detailed survey result
analysis report describes some of the critical design
considerations and applications of latest technology for SIPS.
The report highlights differences between a duplicate and
redundant system. Several examples of more complex
applications have been provided. The report also covers many
of the industry practices and approaches to using new
technologies for monitoring, communication and control in a
never ending quest to further reduce the risk of large power
system blackouts.
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