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WG C1/H13 Agenda — Double Session

© , 2004

Introductions
Goals of the double sessions
Liaison reports of Security Standards
IEEE P1686, P1711, NERC/CIP, IEC 62351, CIGRE B5-38, etc
Review of Vancouver Minutes
Discussion IEEE of two committees developing one output
Presentation by R. Midence on security possibilities
Presentation by S. Sciacca on key thoughts of the output

Review and Finalization of WG Assignment and Substation/PSRC PAR
authorization

Next Step -> Draft Report Outline assignments

Definition of Standard Scope and Purpose
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Introductions & WG C1/H13 Goals

© , 2004

Introductions

Sam Sciacca — Chair of Substations WG C1
Steven Kunsman — Chair of PSRC WG H13

Purpose:

The purpose of joint task force is to bring the industry experts involved
in the development of cyber security standardization together to
overview the applicability of each standard and how they relate to the
overall integrity of the communications infrastructure.

Objective of Atlanta Double Session:

1.

2.

Update on Cyber Security standardization activities

Agreement and possibilities to have a joint WG in Substation and PSRC
to prepare the single standard

Kick-off of Joint Working Group and finalize WG H13 Assignment

Volunteers for preparing draft report outline
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WG C1/H13 Goals (2)

© , 2004

This PSRC activity started in Jan 2008 as an informational session
HTF3

It is time to work on the document and reduce discussion about cyber

security as we see many issues related to practical application of
securing control systems

Goal for 2009 is to engage (high gear) the output of this document which
IS needed in our industry to define the key requirements and
possible system architectures in understanding and fulfilling the
various industry standards and regulations
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Liaison Reports on Security Standards

© , 2004

NERC CIP - Security Regulations for North American Power Utilities
IEEE P1686 - Substations IED Cyber Security Standards

IEEE P1711 - Trial Use Standard for Cyber Security of Serial SCADA Links
and IED Remote Access

IEC 62351 — Data and Communications Security

CIGRE B5-38 — Impact of Implementing Security Requirements using IEC
61850

SCC 21 - Smart Grid Initiaitve

IEEE 1588 — Standard ... System Time Synchornizaiton (appendix K)
US DoE Energy Sector Security Roadmap

ISO/IEC 27001 — information security management processes

ISA SP99 TR1/2 — information security management for plants

ISA S99 parts 1..4 (part 4: requirements on vendors)

NIST SP800 and FIPS
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Review: Vancouver Minutes of Meetings — Sept 2008

, 2004

©

Session 1;

Sam Sciacca presented on the work of Substation C1 WG. He gave background information on the standard IEEE 1686
and an overview of the topics covered. He also talked about the future of the working group and possible next steps.

Scott Mix gave an update on the NERC activities. He informed H13 that both the SAR and the Standards Drafting Team
have been approved by the Standards Committee. He talked about the future plan of the standards drafting team and
invited all attendees to participate in the process.

Markus Braendle gave a short update on ISA S99 and notably the fact the standard is also planned to be released as
IEC documents.

Session 2;

There was first a discussion on how to coordinate the work of H13 with the NERC activities, in particular their plans to
write guidelines, and with the C1 WG. There was a consensus that H13 and C1 should work together and plans to have
a joint meeting in Atlanta. Regarding the NERC guidelines it was said that an official "liaison” would not be possible,
however information exchanges are welcomed.

This was followed by a discussion on the type of document H13 should produce, whether it should be an internal report,
a standard, recommended practice or guidelines. The main discussion points were that an internal report might not
have enough impact compared to a balloted document, while a report could produce results more quickly.

The session was ended with a discussion on possible topics to be covered by H13. It was decided to write a draft
outline on the proposed topics. Contributions to the draft outline will be made until November 5th as follows:

Craig Preuss - overall / general aspects

Daniel Thanos - configuration management / trusted networks and trusted devices

Herb Falk - monitoring and active response

George Gresko - Interface between substation and business / corporate LAN

.... (Alabama) - Problem statements from utilities

Jay Hicks - Problem statements from utilities

Marc Benon - operational challenges

Roger Moore - access control & authentication
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Discussions

© , 2004

Discussion IEEE of two committees developing one output
Presentation by R. Midence on security possibilities

Presentation by S. Sciacca on key thoughts of the output
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Review and Finalization of WG Assignment

, 2004

©

Draft Assignment for Working Group C1/H13:

From a North American perspective, NERC CIP provides a foundation to make the power
system more secure however, the NERC CIP standards are in fact performance based
requirements to achieve secure systems. The NERC CIP intentionally leaves the technical
requirement in the fulfillment of these standards to the utility.

One of the main objectives of this working group is to provide a standard that can be the
foundation for technical solutions satisfying, minimally NERC CIP requirements. Also, Cyber
Security is not only an issue for the bulk power system and the intent of this WG output is to
provide for achieving higher levels of security in protection and control systems independent of
voltage level or criticality of cyber assets

This proposed workig.grospwilidrepa ¢ a siandard 0 Lylber Sec ity 2equirements for
Substation Automatiod, Frowec ion and Control Systems

The working group will include:

Definition of typical Substation Automation architectures including all communicating devices interfacing to
and within the substation protection and control system and the key areas that must be protected from a
security stand point

Mapping of cyber security standards onto typical Substation Automation architectures used in protection
and control systems

To provide guidance on best technical practices which supports the fulfilment of NERC CIP and other
Cyber Security standards independent of voltage level or asset criticality
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Draft PAR — results of Jan 2009 WG meeting

Title: Cyber Security Requirements for Substation
Automation, Protection and Control Systems

Scope

This document provides technical requirements for
substation cyber security. It presents sound
engineering practices that can be applied to achieve
high levels of cyber security of automation, protection
and control systems independent of voltage level or
criticality of cyber assets. Cyber security includes trust
and assurance of data in motion, data at rest and
Incident response.




PAR Purpose —results of Jan 2009 WG meeting

© , 2004

Modern substation automation, protection and control systems, while
using technology advancements to achieve greater power system
reliability, can be vulnerable to a multitude of security threats. These
vulnerabilities and threats can lead to overall power system integrity
issues. With the increasing dependency on communication technology
and the growing pressure of a secure utility infrastructure, various
standardization bodies are in the process of developing cyber security
standards where very little effort has gone into the harmonization or
rationalization of these standards to the substation applications. Example
of important standards to the utility community are:

NERC CIP
IEEE 1686, IEEE P1711
IEC 62351

This standard builds on the other work to date to produce a specification
for a technically feasible cyber security implementation.

This purpose is not intended to be part of the document
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Draft Report Outline & Assignments

, 2004
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Introduction

Overall / general aspects (Craig Preuss)

Configuration management / trusted networks and trusted devices (Daniel Thanos)
Monitoring and active response (Herb Falk)

Interface between substation and business / corporate LAN (George Gresko)
Problem statements from utilities (Jay Hicks)

Operational challenges (Marc Benon)

Access control & authentication (Roger Moore)

ESP definition

Security requirements across the ESP

Security requirements inside the ESP
Remote access
Strong and multifactor authentication
System architecture
Substation IED Security requirements
Personnel Staffing requirements
Security event analysis and auditing
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Mapping of Standards on security architectures

© . 2004
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