Network Time Synchronization [1]

Computers and IEDs connected to the Internet or other network can be synchronized to a timeserver. Network timeservers use several standard timing protocols defined in a series of RFC (Request for Comments) documents. The three major network time service protocols are the Time Protocol, the Daytime Protocol, and the Network Time Protocol (NTP). Timeservers are continually “listening” for timing requests sent by client servers or network IEDs using any of these three protocols. When the timeserver receives a request, it sends the time to the requesting server or IED in the appropriate format. To provide accurate time, the timerserver must be connected to a source of accurate time, such as GPS source.

The protocol that is used depends on the type of client software used. Most client software requests that the time be sent using either the Daytime Protocol or NTP. Client software that uses the Simple Network Time Protocol (SNTP) makes the same timing request as an NTP client but does less processing and provides less accuracy. Table I summarizes the protocols and their port assignments.

Software programs are available that provide a method for synchronizing the clock of a client computer/IED using messages transmitted over the Internet from a remote timeserver. The principles are appropriate for other types of connections, e.g., a dial-up telephone modem connection, provided that the delay through the network connecting them is symmetrical on average.

All synchronization algorithms start from the same basic data—the measured time difference between the local machine and the remote device and the network portion of the round-trip delay between the two systems. Delays in the remote device are usually not a problem because they are either small enough to be ignored, or they are measured by the timeserver and removed by the client. These data are processed to develop a correction to the reading of the local clock. The usual approach is to use the measured time difference after it has been corrected by subtracting one-half of the round-trip delay. This model is based on the assumption that the transmission delay through the network is symmetrical so that the one-way delay is one-half of the measured round-trip value. This corrected value may be used to discipline the local clock directly, it may be combined with similar data from other servers to detect gross deviant points that are statistically irrelevent, or it may be used to compute a weighted average time difference that is then used to stear the local clock.

The corrections are made in either time steps, which adjust the local clock by a fixed amount, or frequency steps, which adjust the effective frequency of the local clock oscillator and thereby retard or advance the time.

This approach is better suited to computers and servers that can run software programs. Protection and control IEDs are more likely to operate on imbedded software (firmware) that would require special or unique code to perform the time synchronization function.

Reported accuracies [1] using this type of approach are as low as 1 ms. More frequent synchronization is required to maintain this level of accuracy, which adds to the communications burden on the computer, server, or IED. Variations in network loading can cause variations in round-trip delay that increases the potential for error. Unbalanced network traffic loading, as well as physical routing differences, cause communications delay asymmetry, which is also a source of additional error. Synchronizing a device clock via a network timeserver so that it is correct to the nearest second is easily acheivable. Synchronizing the clock within several milliseconds is realistic but difficult.

IEEE Standard 1588

The IEEE Standard 1588, “Standard for a Precision Clock Synchronization Protocol for Networked Measurement and Control Systems,” is designed to provide timing accuracies better than 1 μs for devices connected via a network such as Ethernet. At the time of this writing this standard is in commercially available products that have demonstrated this performance. However, it is not presently in widespread use because special hardware is required that permits the sending device to know exactly when the message was sent. Knowing this permits extremely accurate measurement of network propagation delays that are then used to make precise adjustments to the device clock time. The drawback to this approach, however, is that all devices in the network that receive and send messages must have hardware compatible with this standard. For more information see http://ieee1588.nist.gov/.

Table I
Internet Time Protocols

	Name
	Document
	Format
	Port Assignments

	Time Protocol
	RFC-868
	Unformatted 32-bit binary number contains time in UTC seconds since January 1, 1900.
	Port 37tcp/ip, udp/ip

	Daytime Protocol
	RFC-867
	Exact format not specified in standard. The only requirement is that time code is sent as standard ASCII characters.
	Port 13tcp/ip, udp/ip

	Network Time 
Protocol (NTP)
	RFC-1305
	The server provides a data packet that includes a 64-bit timestamp containing the time in UTC seconds since January 1, 1900 with a resolution of 200 picoseconds. NTP provides accuracy of 1 to 50 ms. NTP client software normally runs continuously and gets periodic updates from the server.
	Port 123udp/ip

	Simple Network Time Protocol (SNTP)
	RFC-2030
	The data packet sent by the server is the same as NTP, but the client software does less processing and provides less accuracy.
	Port 123udp/ip
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